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System Deployment

Anomaly Detection in SENSELET++Academic Cleanroom Environment

Sensory IoT (Internet of Things) networks are widely applied
and studied in recent years and have demonstrated their
unique benefits in various areas. In this paper, we bring the
sensor network to an application scenario that has rarely been
studied - the academic cleanrooms. We design SENSELET++,
a low-cost IoT sensing platform that can collect, manage and
analyze a large amount of sensory data from heterogeneous
sensors. Furthermore, we design a novel hybrid anomaly
detection framework which can detect both time-critical and
complex non-critical anomalies. We validate SENSELET++
through the deployment of the sensing platform in a
lithography cleanroom. Our results show the scalability,
flexibility and reliability properties of the system design.

SENSELET++ Architecture/Data Flow

Environmental Monitoring: Environmental parameters like humidity,
temperature and dust around instruments need to be monitored and controlled
to ensure the success of the experiment.

Monitoring Tasks

Instrument Monitoring: By monitoring the temperature of the pump, we can
determine if the pump is in a healthy state. By monitoring the airflow of fume-
hood and HVAC systems, we can make sure the toxic gas does not undermine
the safety of researchers.

Security Monitoring: By monitoring the door at the entrance, we can detect
violated access to cleanrooms.

Data Flow Graph

Environment

Characteristics of Academic Cleanrooms
• Highly diverse research tasks conducted by researchers.
• Highly diverse scientific equipment.
• Highly diverse users.
• Constrained budget to build and maintain the IoT system.

There are three main components in the SENSELET++ system:
• SenseNode is a device used to generate single or multiple sensory data

streams. We design virtual, wireless and wired SenseNodes for different
application scenarios.

• SenseEdge is the controller and a gateway for the wired SenseNodes
connected to it. It runs a watchdog service that handles various failures.

• SenseCloud is a server for collecting, storing and analyzing sensory data.

System Architecture

We deployed 16 sensors and 4 edge devices in Holonyak Micro and
Nanotechnology Laboratory (HMNTL) in UIUC.
The system has run 8 months and generated new and useful findings of the
cleanroom.

• Sensory data are sent to the SenseCloud via Message Queuing Telemetry
Transport (MQTT) protocol.

• We will analyze sensory data on the SenseEdge and the SenseCloud to
find anomalies and send alerts to the lab manager.

• Collected data are stored in the InfluexDB and can be visualized in a
browser via Grafana.

Time-Critical Anomalies

For time-critical anomalies caused by fire events, flooding events, etc. we
design a fast response pipeline optimized to increase system availability and
reduce end-to-end latency.
• The physical alarm is used to alarm nearby people when the wireless

network is unavailable.
• The Fast Resample process is to filter out false positives caused by

occasional hardware errors.
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Non-Critical Anomalies (Interesting Patterns)

• We design a detection algorithm based on singular spectrum analysis
(SSA) to detect above patterns.

• Our system can analyze data streams in real-time and detect these patterns
with 91% true positive rate.

Some interesting patterns we found in our dataset.
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